Configuring the EU Login app on a NEW SMARTPHONE
(when you have no alternative log in method)

1. Ifthe EU Login app was already transferred onto your new device: Delete the EU Login app on
your new device: keep your finger on the EU Login App icon until a pop-up window appears —
choose « Uninstall »

2. Search for the latest version of the EU Login app in your App Store/Play Store : Click on the
magnifying glass and search for EU Login Mobile App. When you see the icon , download the

app by clicking on P or Install (depends on your device).

3. Now clickon the icon on your smartphone/iPad and then on « Register my device ». The
procedure to follow is explained on the following screens:

*T@ 1437 &

< Welcome & Register my device
EU Login How to register my device
One account, many EU Services Step 1
Follow these steps to set up this device for EU EU Login account

European
Union

Login authentication
1.Log in: EU Login

1. Go to your EU Login account 2. Click on the cogwheel (top right) > Settings

Do

Welcome > My Account.

: - B 3. Select Manage my mobile devices.
To use this app as a second-factor 8% 2. Add a mobile device
authentication, register your device first 4. Click on Add a mobile device.

ss+ 3 Choose a PIN and confirm it in the app 5. Enter a device name (no spaces), choose a
Register my device PIN, and click on Submit

4. Set biometrics (if desired)

No EU Login account yet?

Craate an account [

Need heip? Setlings

4. Now go to another device (PC, laptop, iPad, tablet or another smartphone to follow the

instructions on the third screenshot shown above. Launch https://webgate.ec.europa.eu/cas/.
Click on the black box on the right to open the drop-down menu and make sure to select
Password as your verification method. Then click on Sign in.

Choose your verification method /

Password

E Authenticate to EU Login with only v

your password
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5. If you see the screen below, click on the cog wheel top right next to your name and select “My
account” from the drop-down menu.

o] ~—- ......._-o /

Successful login

e . /

6. Clickon STOP / Delete all my devices and elD (PANIC)
The following warning may make you slightly nervous, but don’t panic! It will be OK! Click on
“Delete”!

My Account

= - =

My account details Configure my account Delete my account
Warning! This operation cannot be undone.
You will no longer be able to authenticate using any mobile phone number,
E@ a mobile device, hardware token, trusted platform, security key or electronic 1D

- '~
\anace my mobie Manage my Trusted linked to your account.

gevwois Platforms and Security Manage my elDs

Kaye You will lose access rights to some applications.

You will be logged out from EU Login.

or Ly AW

- .
Delete all my devices Displery my seesions Delete Cancel
and elD (PANIC) You €an vew e sessions opened

for visited applicatons

If at this point you are evicted from the screen, just relaunch https://webgate.ec.europa.eu/cas/
and select “Password” again (as in point4 and 5 above).

7. When you find yourself again on “My Account”, select "Manage my mobile devices" and then
“Add a mobile device”.

My Account
y Manage my mobile devices

o L _ ©® P

My account details Configure my account Manage my mobile Add a mobile device Delete a mobile device
devices
<
&
ﬁ
- Change EU Login app
Manage my Trusted Manage my elDs Display my sessions PIN code
Platforms and Security
Keys

8. Give your new mobile device a name (S25, iPhone16 ..) and register a 4-digit PIN code (no problem
choosing the same PIN code as before!) and click on Submit. A QR code now appears.
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Add a mobile device

Please give a name to identify your mobile device and Scan the QR code to add a mobile
. p device
a PIN code to use for it

1f you opened EU Login on your compaiter, scan the
Your device name QRcode

Your 4 digit PIN code

d to enter this PIN code on your
se the EU Login mobile app

Confirm your PIN code

m caneel

EU
9. Atthis point, go backto the icon on your new mobile device. Click on Continue at the
bottom of the first screens which describe the procedure you have just followed. If prompted,
agree to the app using the camera whilst using the app and enable notifications. A scanner now

opens in your mobile device. Hold it in front of the QR code to scan it. Enter the 4-digit PIN code
which you chose in point 8 and confirm.

10. OPTIONAL : Enable biometrics (facial or fingerprint recognition).

14:53 &

€ Register my device

& Register my device Welcome

Step 3 Step 4

Step 4
F ID / Touch ID
Choose a PIN code ace oucl

Fingerprint / Face recognition To authenticate, unlack the app with your PIN,

Enter your 4 digit PIN code * @ Want to use fingerprint or face recognition?

’j ﬁ‘ To authenticate, unlock the app with your PIN Enable it in Settings
| T ! Want to use fingerprint or face recognition? & Face D/ Touch ID ‘)
Confirm your 4 digit PIN code * Enable it in Settings

OO

Fingerprint / Face recognition O

R ~N & =
O oo o N @

=

Finish registration
L] ® v Finish registration

You may now try it out by logging into for instance MyPMO (via the app or via
https://mypmo.europa.eu)

e onthe same mobile device by choosing On Mobile Authentication as your verification
method. If this option is not available or does not work (that may happen, particularly on
certain iPads), choose EU Login Mobile App PIN Code instead as your verification method,
see below

e onanotherdevice (PC) by choosing EU Login Mobile App PIN Code as your verification
method (not « QR code » which is for offline use).

In both cases, the EU Login App will open on your mobile device to allow you to authenticate.
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